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21 . A distributed digital rights system including: 

a user located at a first site, the first site including a first secure environment; 
a iightsholder located at a second site, the second site including a second secure 
environrnent; 

a first clearinghouse node located at a third site, the third site including a third 
secure environment and including an apparatus allowing the first clearinghouse node to 
assume a pluralrty of roles in clearing a transaction; 

a second clearirtahouse node/fcicated atva fourth site, the fourth site including a 
fourth secure environment and in^ijding afyapparatus allowing the second 

iraHty of roles in clearing a transaction; and 
a distributed digital appat^tus allowing the first clearinghouse node and the second 
clearinghouse node to participate cooperatively in clearing a first transaction and in 
clearing a second transaction, whVein the first clearinghouse plays a first role in 
clearing the first transaction, the second clearinghouse plays a second role in clearing 
the first transaction, the first clearinghouse plays the second role in clearing the second 
transaction, and the second clearinghouse\lays the first role in clearing the second 
transaction. 


clearinghouse node to assume a p 


22. 


A distributed digital rights system as in Claim 21 , in which the distributed 


digital apparatus includes hardware and software elements. 
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23v A distributed digital rights system as in Claim 21 . in which the first role 
consists of a first step in financially clearing a transaction, and the second role consists 
of a second step in financially clearing a transaction. 

s 

\ 

\ 

24. A cli^ributed digital rights system as in Claim 21 , in which the first role 
consists of financially clearing a transaction, at least in part, and the second role 
consists of analyzing >md reporting usage information relating to a transaction. 


25. A method for perfc5i;jTiing clewing 

initiating a first secure transsfetion irivolviji 
the user agreeing to provide consio^ration 
content; 


unctions\including: 

a user and a rights holder, resulting in 
access to or other use of protected 


securely communicating with a first clearinghouse node located at a first site, the 
communication including information relating tb^the first transaction; 

securely communicating with a second clearinghouse node located at a second site, 
the communication including information relating to tire first transaction; 

the first and second clearinghouse nodes operating tXat least partially clear the first 
transaction, including the first clearinghouse node undertaki^ a first step in the 
clearing and the second clearinghouse node undertaking a sec&nd step in the clearing; 

initiating a second transaction involving a user and a rights holder, resulting in the 
user agreeing to provide consideration for access to or other use of ptotected content; 


Ill 


in 


vsecurely communicating with the first clearinghouse node, the communication 
incluaing information relating to the second transaction; 

securely communicating with the second clearinghouse node, the communication 
including\information relating to the second transaction; 

the first\nd second clearinghouse nodes operating to at least partially clear the 

\ 


second transaction, the first cle^inghouse node undertaking the second step in the 


clearing and the stecond clearing 


26 



de undertaking the first step in the clearing. 


the first step includes obtaining access to 
user, eliminating or altering at least a portion of 


A method as\^lai 
information relating to the rdentij 

\ ^ 

the identity information, and p'iassing information relating to the transaction to the 

clearinghouse node which perfo\^s the second step, whereby the node which performs 

\ 

the second step is not able to ascert^the identity of the user. 

27. A method as in Claim 25, in which: 

the first transaction information communicated to the first and second clearinghouse 
nodes includes a first rule; and 

the second transaction information communicate^ to the first and second 
clearinghouse nodes includes a second rule. 
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28. \ A method as in Claim 27, in which: 

the ?oles played by the first and second clearinghouse nodes in clearing the first 
transaction^are at least in part dictated by the first rule; and 

the roles pl^ed by the first and second clearinghouse nodes in clearing the second 
transaction are at least in part dictated by the second rule. 


29. A method as in Claim 28, in which 

\ 


ii\^( 



the first clearing step ifvpludes aggre^ajiing inforn^tion from at least two 
transactions; and 

the second clearing step includes comWi^inicati;^ payment-related information to a 
rightsholder. 

30. A method of at least partially clearing a digital transaction, including 
performing the following steps at a clearinghouse node: 

receiving a first rule set associated with a first party, 

receiving a second rule set associated with a second party; 

receiving information relating to a transaction bet\h(een a user and a rightsholder; 
and 

at least partially clearing the transaction, using a rule fr^ the first rule set and a 
rule from the second rule set to at least in part control the clearing process. 
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32. 


A method as in Claim 30, in which: 
ie first party is the user; and 
the\second party is the rightsholder. 

Amethod as in Claim 31 , in which: 


\ 


A 


the first rulevset at least in part governs the use of information relating to the identity 


of the user. 


\ 


33. A method as\n Claim 3p, further 

transmitting informatio^^latirlg 
being governed, at least in part, byi 



a third party, the transmission 
the second rule set. 


34. A method as in Claim 32^further including: 

the third party aggregating at leastV portion of the transmitted information with other 
information and transmitting the aggregated information to the rightsholder, the 
aggregation and transmission being governed, at least in part, by the second rule set. 
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35. A method as in Claim 30, further including: 

generating a third rule set, the generation process Npeing governed, at least in part, 
by the first rule set and the second rule set; and 

communicating information relating to the transaction to\a third party, the 
communication being governed, at least in part, by the third rQ|e set. 
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use node to obtain the right necessary to 


39v A method of performing a digital transaction, including the following steps: 

a\jser located at a first location initiating a secure communication with a 
ciearingfiouse node located at a second location, the secure communication including a 
request for\jse of a governed digital object; 

the clearinghouse node checking to determine whether a rightsholder has granted 
the user a right toNuse the governed digital object and determining that no such right 
has been granted; 

the clearinghouse n\de informing tjiejjser that the user lacks the right to use the 
governed digital object; 

the user making a requesVto the"^ 
use the governed digital object;^ 

the clearinghouse node checking to determine whether the rightsholder has 
authorized the clearinghouse to grantVsuch rights, and, if so, upon what terms; 

the clearinghouse determining that tiro rightsholder has authorized the 
clearinghouse node to grant the rights nece^ary to use the governed digital object, if 
the user agrees to terms acceptable to the rignteholder; 

the clearinghouse node and the user engagingsJn a secure digital negotiation, in 
which the clearinghouse node proposes terms to theNjser, the user rejects at least one 
term, and proposes terms which differ in at least one reapect from those proposed by 
the clearinghouse node, and the clearinghouse node determines that the user's 
proposed terms are consistent with the terms required by theVightsholder; 


-7 


.the clearinghouse node securely communicating the results of the negotiation to the 
user^ 

in resjstpnse to the communication from the clearinghouse node, the user providing 
agreed-upofT^ompensation; and 

the clearingho^jse node providing the user with access to the governed digital 
object. 



37. A method as in Cl^im 36, ir;^^v|ffich th^^ep of the clearinghouse node 
checking to determine whetheMh^ righi^holefer has authorized the clearinghouse to 
grant such rights includes the clearinqhouse node checking local storage to determine if 
such authorization has been granted, an^ does not include any direct communication 
with the rightsholder. 


s 


38. A method as in Claim 36, in which: 

the governed digital object is communicated to the fhst location prior to the user 
communicating the request for use of the governed digital object; and 

the step of the clearinghouse node providing the user with ac^cess to the governed 
digital object includes the clearinghouse providing a rule to the user 
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J9. A method as in Claim 36, further including: 

the user making a use of at least a portion of the governed digital object; and 
intbrmation relating to the user's use being communicated to the clearinghouse, the 
communrcation being consistent with the results of the negotiation. 


40. 


A method as in Claim 36, in which the term rejected by the user relates to 
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collection or use of i(iformation concerning the user's identity. 



transaotiop', including the following steps: 

For clearing transactions relating to a first 
iringhouse for clearing transactions 


41 . A method of cle'^ng a dig^a 

specifying a first specialized clea^ 
vertical market and a second spedaliz] 
relating to a second vertical market, 
commencing the digital transaction; 


communicating information relating to the^transaction to a first general 
clearinghouse node; 

the first general clearinghouse node analyzing >he information and determining that 
the digital transaction falls within the first vertical market or the second vertical market; 

based on the results of the determination, the first genteral clearinghouse node 
selecting between the first specialized clearinghouse and the^^econd specialized 
clearinghouse; 

the first general clearinghouse node securely communicating wit\the selected 
specialized clearinghouse; and 

-9- 


u 

•3 XT 


^2 


LAW OFFICES 

FiNNECAN, Henderson, 
Farabow, Garrett 

8 DUNNER,L.LP. 

STANFORD RESEARCH PARK 
700 HANSEN WAY 
PALO ALTO, CALIF. 94304 
650-840-6600 


42. 


the selected specialized clearinghouse taking part in clearing the digital transaction. 


A method as in Claim 41 , in which the first vertical market relates to 


distribution o^digital music and the second vertical market relates to distribution of 
digital video. 


43. A method asNn Claim 41 , i 
digital content by an end user, and tl 
least in part, by the end-user 



digital transaction relates to use of 
ral clearinghouse node is selected, at 


44. A method as in Claim 41 , in v^iich the digital transaction relates to use of 
digital content by an end user; further inclucHng: 

the end user receiving a secure digital container containing the digital content, the 
digital content being governed by a rule set, and \ 

the first general clearinghouse node is chosen, at least in part, as a result of 
requirements imposed by the rule set. 

45. A method as in Claim 44, in which the rule set includes a\ule specified by the 
first general clearinghouse node. 
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A method as in Claim 41 , in which the first vertical market relates to 
istnk^ution of 


4i 

distri 


a first class of digital music and the second vertical market relates to 


\ 


distribution of a second class of digital music. 


47. 


A^ethod of i 


i^thod of clearing a digital transaction including: 

initiating a secure digital transaction involving a user and a rightsholder; 

\ 

in connection with the digital transaction, the user agreeing to provide consideration, 


the consideration to be^leared through a clearinighouse; 

the user selecting a payment methc 

the user selecting a clearihflhouse 
clearing the transaction; 

the user securely communicatin^information relating to the transaction to the 
selected clearinghouse; and 

the selected clearinghouse participatin^in the clearing of the transaction. 



fohPkat least two clearinghouses available for 
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48. A method as in Claim 47, in which the ^cure digital transaction involves the 
use of governed digital content; and further including: 

the user receiving the governed digital content in a s^ure container, the secure 
container having associated a rule set made up of at least one mle; and 

the steps of the user selecting a payment method, the user\electing a 
clearinghouse, and the user securely communicating information a^e all governed, at 
least in part, by the rule set. 

-11 • 



A method as in Claim 48, in which the rule set contains a mle from the 
rigft^sholder and a mle from the selected clearinghouse. 

method as in Claim 49. in which the rule set also contains a rule from a 


non-selected^clearinghouse. 


A methooNas in Claim 47, j 
user to the selected clearinghouse is 
container being governed^^ least > 


TiChsthe information communicated from the 
communjlbated in a secure container, the secure 
a rule set. 
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52. An electronic transaction method including: 

at a user site, receiving a first digital container including protected content, the first 
digital container having associated a first rule set made up of one or more rules; 

the user indicating an interest in accessh^g or otherwise using at least a portion of 
the protected content; ^ 

the user's indication of interest causing invocation of the first rule set . the first rule 
set specifying at least: 

one or more financial clearinghouses for the clearihg of consideration required 
for access to or other use of the content, and 

one or more information clearinghouses for the clearing ofjnformation related to 
access to or other use of the content; 
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the user selecting a financial clearinghouse from among at least two financial 
clearihghouses specified by the first mle set; 

the uher selecting an information clearinghouse from at least two information 
clearinghou^ specified by the first rule set; 

the user being provided access to at least a portion of the protected content; 
financial infonriation being securely provided to the selected financial clearinghouse; 
and \ 

other information relating to the traii^action b^ing securely provided to the selected 


\ 


information clearinghouse. \ 


\ 


\ 



53. A method as in Claim ^ irifwhich the selected financial clearinghouse and 


the selected information clearinghouse are the same institution. 

\ 

\ 

54. A method as in Claim 52, in whlchythe first rule set contains a rule specified 
by the rightsholder, and a rule specified by a clearinghouse. 


55. A method as in Claim 54, further including: 

incorporating the financial information in a second secWe container prior to the step 
of securely providing the financial information to the selecteaspnancial clearinghouse, 
the secure container having associated a second rule set. 
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^ 56. A method as in Claim 55, further including: 
\ generating the second rule set, the generation being governed, at least in part, by 
theVirst rule set. 
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\ 


57. digital transaction method including: 

\ 

receiving^a first secure container at a user site, the first secure container including 

first governed (^ntent, the first governed content being governed by a first rule set, the 

\ ' — \ 

first rule set specif^ng that access to thd^rst gov&rned content requires that the user 

\ 

provide payment and tjjat first usage inM-mation ni^lating to the access be collected; 

the user indicating anNnterest in acde^^mc^ othenA/ise using at least some of the 


first governed content; 


\ 


a first message being conve^d to the user using an output device, the first 
message indicating that use of theViist governed content requires payment and asking 
for confirmation that the user desires tot^iake the payment; 

the user indicating a desire to make the)s^ayment; 

under control of the first rule set, first payment information being securely conveyed 
to a financial clearinghouse and first usage information being securely collected at the 
user's site; 

at the financial clearinghouse, the first payment inforn^tion being used to provide 
payment to an owner of rights in the governed content; 

receiving a second secure container at the user site, the secWid secure container 
including second governed content, the second governed content b^ing governed by a 
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second rule set, the second mle set specifying that access to the second governed 
content requires that the user provide payment and that second usage information 
relatir^^ to the access be collected; 

the u^er indicating an interest in accessing or othenA^ise using at least some of the 
second gov^ned content; 

a second nressage being conveyed to the user using an output device, the second 
message indicatini^ that use of the second governed content requires payment and 
asking for confirmatio^J that the user de^^e^^iajriake the payment; 


under control of the second rule set\ 


econdjMyment information being securely 


conveyed to a financial clearinghouse aj av§§i2Dnd usage information being securely 
collected at the user's site; 

at the financial clearinghouse, the ^cond payment information being used to 
provide payment to an owner of rights in the governed content; and 

at the user's site, the first usage information and the second usage information 
being analyzed and, based on the results of the analysis, usage information being 
securely transmitted to an information clearinghouse^ 

58. A method as in Claim 57, in which the analysis ofthe first usage information 
and the second usage information is governed, at least in part\[)y the first njle set and 
the second rule set. 
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59t. A method as in Claim 58, in which the first rule set and the second mle set 
eacf\contain a mle from the information clearinghouse. 




60. A method as in Claim 58, in which the step of securely transmitting usage 
information to ihe information clearinghouse includes generating a third secure 
container, the thirck^ecure container having associated a third rule set, the generation 
of the third secure co)itainer being goverr^sd, at least in part, by the first rule set and the 
second rule set. 

61 . A method as in Claim'^O, in wh jc/iHhe>Kird rule set includes a rule governing 
the use which may be made by the l^jformfetion clearinghouse of the transmitted usage 
information. 

62. A digital transaction method includh^g the following: 
receiving a first secure container at a user site, the first secure container including 

governed content, the governed content being goveKped, at least in part, by a first rule 
set; 

the user indicating an interest in gaining access to at l^st a portion of the controlled 
content; 

in response to the user's indication, the first rule set causing\set of options to be 
conveyed to the user, the options including requirements for payment and requirements 
for the provision of information; 
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trie user selecting an option including a relatively higher price, and relatively greater 
privacyyprotections for the information; 

in resppnse to the selection, the following actions occurring, at least in part under 
the control of the first rule set: 

the user being provided access to at least a portion of the governed content; 

payment ands^usage information being securely communicated to a first 

\ 

clearinghouse; \ 


the first clearinghouse providing payj 



atiprrlo a second clearinghouse; 


and 

the first clearinghouse rerW)ving at lefesTsome identifying information from the 
usage information and providing the^altered usage information to the second 
clearinghouse, the alteration being governed, at least in part, by the privacy protection 
option selected by the user, 

63. A method as in Claim 62, in which theVteps which occur in response to the 
user selection include the creation of a secure container having associated a second 
rule set, the creation being governed at least in part by^he first rule set, the second rule 
set including one or more rules embodying the privacy protections selected by the user; 
and 

the first clearinghouse removal of identifying information is g\verned, at least in part, 
by the second rule set. 
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64. A method as in Claim 62, in which the first rule set includes a rule from the 
firstvclearinghouse and a rule from an owner of an interest in the governed content. 

65. \^A method as in Claim 64, in which the first rule set includes a rule from the 
second cleafinghouse. 

\ 

\ 

66. A methbid as in Claim 62, in which the set of options presented to the user 
includes an option regarding the paymei1tJ3Piettiod to be used. 



67. A digital transaction method 

receiving a secure containV at a usdr site' the secure container including governed 
content, the governed content being governed, at least in part, by a rule set, the rule set 
containing a rule contributed by a firs^ entity, a rule contributed by a second entity, and 
a rule contributed by a third entity; 

communicating to the user a message including an option relating to access to or 
other use of the governed content, including terms under which such access or use will 
be allowed, the terms being consistent with requirements specified by the rule set; 

the user choosing to access at least a portion of ihe governed content, and 
indicating agreement to the specified terms for access; 

in compliance with the agreed-upon terms, the user securely communicating 
payment information and usage information to the first entity, th^ communication being 
controlled, at least in part, by the mle set; 
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the first entity aggregating the payment infornnation together with other payment 
information and securely communicating the aggregated payment information to the 
second^ntity, the communication being at least in part governed by the rule supplied 
by the second entity; 

the first er^ity analyzing the usage information and using the results of that analysis 
in the process oKpreparing a usage report; and 

the first entity securely communicating the usage report to the third entity, the 
communication being least in part g^yefnedN^y the rule supplied by the third entity. 


68. 


\ 

ansactibn 


A digital transaction method 



at a user site, securely receiving a|first rule from a first entity, the first rule being 
designed to at least in part goverlv^he collection and transmission of information 
relating to a digital transaction; 

at the user site, the first rule securel9\interacting with a second rule, the second rule 
also being designed to at least in part govel^ the collection and transmission of 
information relating to a digital transaction; 

as a result of the interaction between the first kjle and the second rule, creating a 
first rule set, the first rule set specifying at least one suspect of collection of information 
relating to a digital transaction, and further specifying ar{east one recipient of 
information relating to a digital transaction; 

at the user site, the user agreeing to comply with terms reiuiired for completion of a 
digital transaction, the terms being at least in part specified by tl\first rule set; 
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at the user site, securely collecting information relating to the digital transaction, the 
collection being governed at least in part by the first mle set; and 


seci^ely transmitting at least a portion of the collected information to the first entity, 
the transmission being governed at least in part by the first rule set. 


69. A digPkal transaction as in Claim 68, in which: 

the second rul^ncludes requirements relating to the manner in which personal 
information relating to^he user will be transmitted to or used by the first entity. 



70. A digital transaction as in Cfj^m 68, fuj;?th€r including: 

at the user site, securely re^eiving/^ tTwdl-ule from a second entity, the third rule 
being designed to at least in part^overn the collection and transmission of information 
relating to a digital transaction; 

at the user site, the third rule interacting with the second rule; 
as a result of the interaction between tlrte third rule and the second rule, creating a 
second rule set, the second rule set specifying\at least one aspect of collection of 
information relating to a digital transaction, and fmsjher specifying at least one recipient 
of information relating to a digital transaction; 

at the user site, the user agreeing to comply with terhos required for completion of a 
digital transaction, the terms being at least in part specified T3y the second rule set; 

at the user site, securely collecting information relating to tfte digital transaction, the 
collection being governed at least in part by the second rule set; a^ 
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securely transmitting at least a portion of the collected information to the second 
en^H;^, the transmission being governed at least in part by the second rule set. 


\ 


71 . \A digital transaction method including: 

generating a first rule set including a first rule from a first entity and a second rule 
from a second el^ity, the first rule set being designed to at least in part govern the 
collection of paymerit and usage informatow-feiating to a digital transaction; 

securely transmittinVthe first rule se|t t(p/a user Bite; 

at the user site, communicating terms pr^ transaction to a user, the terms 

being governed at least in parkyl)y the firslrule set 

the user indicating agreemenrwith at least some of the communicated terms; 

at the user site, the first rule set stecurely interacting with a third rule to create a 
second rule set, the second rule set being designed to at least in part govern the 
collection of payment and usage informatiorurelating to the digital transaction; 

in compliance with the third rule set, payme\j information and usage information 
being securely stored at the user site; 

in compliance with the third rule set, the collected Jyayment information and usage 
information being securely communicated to the first entity: 

at the first entity, the payment information and usage info^t^ation being governed by 
the third rule set; and 

in compliance with the requirements of the third rule set, a subs^of the usage 
information being securely communicated from the first entity to the second entity. 
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72- A digital transaction method including the following: 

first entity transmitting a secure container to a user, the secure container including 
governed content, the governed content being governed, at least in part, by a first rule 
set, the ntet rule set including a first rule from the first entity and a second rule from a 
second entity, the second entity having an interest in at least a portion of the governed 
content, the sefcond rule specifying a requirement which must be met in order for 
access to at leasrsa portion of the governed content to be authorized; 

the user indicatina an interest in obt^irnrtg^access to at least a portion of the 
governed content; 

the first rule set securely interactifig witl/a second rule set present on the user's 
computer, the second rule s^ including at least one rule relating to agreement terms 
which are required or desired dV the user; 

the interaction resulting in an indication that the requirements of the first rule set and 
the requirements of the second rule stet are inconsistent; 

as a result of the indication, a secureS^ommunication being initiated between the 
user site and the first entity, the communicalHpn including a request for access to at 
least a portion of the governed content on ternr\which are inconsistent with the 
requirements of the second rule; 

the first entity comparing the terms contained in thkcommunication with acceptable 
terms previously communicated by the second entity ancr^etermining that a match 
exists; 
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the first entity generating a third rule set without further communication with the 
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secpnd entity, the third rule set being consistent with the terms proposed in the 

\ 

\ 

connnii^nication; 

the tl^d rule set being securely communicated to the user site; 
\ 

the third\ule set securely interacting with the second rule set, resulting in an 
indication that\greement has been reached; 

the user receiving access to at least a portion of the governed content, the access 


being governed at leW in part by th 
under control of theViird rule set 


and usage information to tl^e first enti 

the first entity securely con(imunidating 
to the second entity. 



curely providing payment information 


a portion of the payment information 


73. A financial and rights inforrnlation clearing system including: 

a first clearinghouse at least in part specializing in administering transactions 

relating to a first digital content type; 

a second clearinghouse at least in part spedi^lizing in administering transactions 

relating to a second digital content type; and 

a user site including a first secure container and a\econd secure container, the first 

secure container including: 

first governed content of the first digital content tyfJe; 
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and having associated a first rule set at least in part governing access to or other 
use orthe first governed content, the first rule set requiring payment of consideration for 
use of the first governed content and also requiring the provision of usage information, 
the first rufe set further requiring that payment information and usage information be 
securely comrnunicated to the first clearinghouse; 
the second secure container including 
second governecL content of the s0pond digital content type; 
and having associated a second r^le set at l^ast in part governing access to or other 
use of the second governd<^ content, tljjE(^cor}fl mle set requiring payment of 
consideration for use of the s^ond gojl^ernecl content and also requiring the provision 
of usage information, the seconoVuie set further requiring that payment information and 
usage information be securely communicated to the second clearinghouse. 
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74. A digital transaction method inclliiding: 

communicating a secure container to a usW site, the secure container including 
governed content, the secure container having associated a rule set at least in part 
governing access to or other use of the governed cotntent, the rule set specifying at 
least a first clearinghouse and a second clearinghousers 

the user indicating an interest in obtaining access to at^fast a portion of the 
governed content; 

in response to the user indication, the rule set communicatin^o the user 
information relating to the terms under which access will be granteo^the terms including 
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aVequirement that payment information and usage information be communicated to a 
clearinghouse; 

the^ser indicating agreement with the terms; 
the ruJe set authorizing access to the governed content; 
the rule^et determining whether a first governmental entity or a second 
governmental^entity has jurisdiction over the digital transaction; and 

based on the\|etermination, the njle set causing the payment information and usage 
information to be securely commi|nie0!eCl^o the first clearinghouse if the first 
governmental entity has'^risdict^iKiji and to/the second clearinghouse if the second 
governmental entity has juried ictic 

75. A digital transaction mdthod including: 

a user selecting a first clearinghouse from a list of clearinghouse options, the 
selection being stored in the user's cornputer; 

the user receiving a secure container including governed content, the governed 
content having associated a rule set, the rule^set specifying terms and conditions under 
which access to the governed content will be granted, the terms and conditions 
including a list of clearinghouses which are authorized; 

the user indicating interest in obtaining access to atS(east a portion of the governed 
content; 

in response to the user indication, the rule set comparing\he clearinghouse 
selection stored in the user's computer to the list of authorized \learinghouses; 
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\if the stored clearinghouse selection is consistent with the list of authorized 
cleannghouses, the rule set authorizing the transaction, following which the user 
obtainsNaccess to at least a portion of the governed content and paynnent and usage 
informatiorys communicated to the first clearinghouse; 

if the storVl clearinghouse selection is not consistent with the list of authorized 
clearinghouses,N;he rule set causing |i message to be communicated to the user, the 


.^4 


message indicating^|hat the stored clearinghoiise selection is not acceptable and 


providing at least one^ternate clearinlghous^ dption; 

if the user agrees to thXalternatety^arip^house option, the rule set authorizing the 


I 


transaction, following which tn^ user Dbtains access to at least a portion of the 
governed content and payment a>ifl usage information is communicated to the alternate 
clearinghouse; and 

if the user does not agree to the altehaate clearinghouse option, the rule set causing 
a message to be communicated to the useiv4he message indicating that access to the 
governed content has not been authorized. 
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76, A method of administering a digital transactiVi including: 

generating a first rule set, the first rule set including a first rule identifying a first data 

center and a second rule specifying terms for use of digital content, the terms including 

the provision of usage-related information; 

generating a first secure container, the first secure container including governed 

content; 
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associating the first rule set with the first secure container; 
conimunicating the first secure container to a user site; 

at the user site, a user agreeing to the terms for usage specified by the second rule; 
the first raJe set authorizing the user to gain access to at least a portion of the 
governed contey;(t; 

in compliance wjth the first rule, usage information relating to the user's access to 
the governed content oeing gathered at the user site; 


th^.; 


/ 


in compliance with thdvfirst rule, the gaXhfrepl usage information being incorporated 
into a second secure container; 


in compliance with the first rule.faenerating a second rule set, the second rule set 
including a third rule specifying cohimunication of the second secure container to the 
first entity, and a fourth rule specifying, at least one privacy option chosen by the user; 

securely communicating the second secure container to the first entity; 

in compliance with the fourth rule, the first entity aggregating the communicated 
usage information together with usage information relating to other digital transactions 
and securely communicating the aggregated inf^ymation to a second entity; and 

in compliance with the fourth rule, the first entity\ltering the communicated usage 
information so as to remove certain privacy-related information and securely 
communicating the altered usage information to a fourth 

77, A method as in Claim 76, in which: 

the step of generating the second rule set includes: 
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)roviding the user at least two options regarding the manner in which the first entity 
may use communicated usage information; 

the user selecting one of the provided options; and 

the fourth rule incorporating information relating to the option selected by the user. 


78. A method as in Claim 77, in which: 

the options providi^d to the user ij\clude an option relating to the identity of one or 
more entities to which th^s first entit/will be aliithorized to communicate at least some of 
the usage information. 


79. A method as in Claim iSun which: 
the options provided to the user include an option relating to an internal use the first 

entity will be authorized to make of the cOT^imunicated usage information. 

80. A method as in Claim 79, in which: 
the fourth entity owns an interest in at least a pdrtion of the governed content. 
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81 . A digital transaction method including: 

at a first electronic data center, receiving a first communic'^tion relating to a first 
digital transaction involving the use of first governed content by afirst user, the first 
communication including first payment information, first usage inforrpation and a first 
rule set made up of at least one rule; 
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at the first electronic data center, receiving a second communication relating to a 
second digital transaction involving the use of second governed content by a second 
useK- the second communication including second payment information, second usage 
information and a second rule set made up of at least one rule; 

at the fhret electronic data center, invoking the first rule set and undertaking the 
following actions: 

determining that the first ri^ie set requires that the first payment information be 

\ I if) I ^ 

cleared by the first electronic dajc|center Bj^^x^^'^ow^^, determining the amount of 

payment provided and c^mmunicptjn^ information to a rightsholder 

owning rights in the first gdvernefi content, and 

determining that the first rule set requires that usage information be analyzed by 

the first electronic data center, airo, in response, performing the analysis and conveying 

results of the analysis to an external\ntity without conveying identification information 

contained in the usage information; 

at the first electronic data center, invokiiSg the second rule set and undertaking the 

following actions: 

determining that the second rule set requir^that the second payment 
information be cleared by a second electronic data cehter and, in response, 
communicating the payment information and at least oneryle from the second rule set 
to the second electronic data center; 

at the second electronic data center, invoking the second rul^set rule and 
undertaking the following actions: 
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determining that the second njle set rule requires that the second payment 
infdrmation be cleared by the second electronic data center and, in response, 
determining the amount of payment provided and communicating payment-related 
information to a rightsholder owning rights in the second governed content, and 

determining that the second rule set requires that usage information be analyzed 
by a third electronic data center, and, in response, communicating the usage 


information and aNeast one rule fro 
center. 


e second rule set to the third electronic data 



the third electrcinic data ceftter determining that the second rule set rule 
requires that usage informalipn be afialyzed by the third electronic data center, and, in 
response, performing the analysis and conveying results of the analysis to an external 
entity without conveying identificafion information contained in the usage information. 
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82. A method as in Claim 81 , furthV including: 

at a site associated with the first user, rei^iving a first secure container containing 
the first governed content and generating the f^st rule set, the first rule set including 
information provided by the first electronic data ce\jer and information provided by the 
first user; and 

at a site associated with the second user, receiving a\econd secure container 
containing the second governed content and generating the^second mle set, the 
second rule set including information provided by the second e\ctronic data center and 
information provided by the second user. 
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83v A method as in Claim 82, in which: 

the step of generating the first rule set includes the first user choosing the first data 
center ibi clearance of payment information, and choosing the first data center for 
analysis of\jsage information; and 

the step of gienerating the second rule set includes the second user choosing the 
second data centetfor clearance of payment information, and choosing the third data 
center for analysis of\sage information. 

84. A method as in Cl^m 81 , furthferi/fecludinj^iy 

at the first electronic data cel^ter, recei^jlijig^p^ird communication relating to a third 
digital transaction involving the useNof third governed content by a third user, the third 
communication including third paymei\information, third usage information and a third 
rule set made up of at least one rule; 

at the first electronic data center, invoking\he third rule set and undertaking the 
following actions: 

determining that the third rule set requires th^the third payment information be 
cleared by the first electronic data center and, in response, determining the amount of 
payment provided and communicating payment-related in\rmation to a rightsholder 
owning rights in the third governed content, and 

determining that the third rule set requires that usage information be analyzed by 
a fourth electronic data center, and, in response, communicating thkusage information 
and at least one rule from the third rule set to the fourth electronic dataSpenter, 
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the fourth electronic data center determining that the third rule set rule requires 
that u'sage information be analyzed by the fourth electronic data center, and, in 

respons^^ performing the analysis and conveying results of the analysis to an external 

\ 

entity witholjt conveying identification information contained in the usage information. 


85, A meth^Qd as in Claim 84, in which the external entity consists of the first 


\ 

electronic data cente(;. 
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86. A method of adr^nisterirfg% digitaUffansaction including the following: 

receiving a first secure comainereVaH^ser site, the first secure container including 
first governed content and havinci associated a first rule set; 

at the user site, gaining access to at least a portion of the first governed content, the 
access being governed, at least in part\by the first rule set; 

in compliance with the first rule set, securely communicating first payment 
information and first usage information relatirro to the first governed content access to 
an electronic data center, the communication occurring substantially 
contemporaneously with the access; 

at the electronic data center, analyzing the first usa^ information and 
communicating at least some results of the analysis to another electronic data center; 

receiving a second secure container at the user site, the second secure container 
including second governed content and having associated a second rule set; 


32 


at the user site, gaining access to at least a portion of the second governed content, 
the Recess being governed, at least in part, by the second rule set; 

in as)nipliance with the second rule set, storing second payment information and 
second usage information relating to the second governed content access, the storage 
occurring in avsecure storage location at the user site; 

aggregating the second payment information together with other payment 
information and seourely communicatinj^^be'^fggfegated payment information to an 
electronic data centei\he communica^onyioccurrir/g npFr-substantially 
contemporaneously with hae access; an] 

in compliance with the second rule spt, securely analyzing the second usage 
information at the user site and securely communicating the results of the analysis to an 
electronic data center. 
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87. A method as in Claim 86, furtheNncluding: 

receiving a third secure container at the uster site, the third secure container 
including third governed content and having assodated a third rule set; 

in compliance with the third rule set, storing third Payment information and third 
usage information relating to the third governed contenf^ccess, the storage occurring 
in a secure storage location at the user site; and 

the step of aggregating the second payment information in6^udes aggregating the 
second payment information with the third payment information. 
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8B. A method as in Claim 87, further including: 

incompliance with the third rule set, securely communicating the third usage 
informafcion to an electronic data center. 


89. A nPiethod as in Claim 86, further including; 

at the user sif^, comparing the requirements of the first rule set to the requirements 
of a third rule set, thei third mle set iripluding requirements specified by the user. 


90. 


A method as in Claim 89 


payment information is commu^ic 
the comparison. 



e electronic data center to which the first 


selected based at least in part on the results of 
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91 . A method of administering di^al transactions including: 

at a user site, generating payment inforhqation and usage information relating to a 
digital transaction; 

securely communicating the generated informsition to an electronic data center; 
at the electronic data center, communicating the ps^yment information to a financial 
clearinghouse; 

at the electronic data center, analyzing the usage inform^on to identify an attribute 
of the user or user site; 

selecting an information clearinghouse from at least two inform^ion clearinghouses, 
the selection being at least in part based on the identified attribute; 
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communicating the usage information from the electronic data center to the selected 
information clearinghouse; and 

the selected information clearinghouse analyzing the usage information, generating 
a report, ahx^ communicating the report to a third party. 


92. A method as in Claim 91 , in which: 
the step of selectn^ an informatiojpclearing^iouse further includes matching the 

identified user attribute t\ an attribute of the sefepteid clearinghouse and basing the 
selection at least in part on ^^tje matc(j 

93, A method as in Claim 92\further including: 
securely communicating a rule set\omprising at least one rule from the user site to 

the electronic data center; 

and in which the step of selecting an infor\atjon clearinghouse is governed at least 
in part by the rule set. 



94. A method as in Claim 92 in which the step of sKialyzing the usage information 
further includes aggregating the usage information togetherwith other usage 
information and the third party constitutes an owner of a right associated with the 
subject of the digital transaction. 


LAW OFFICES 

FiNNECAN, Henderson, 
Farabow, Garrett 

8 DUNNER,L.L.P. 

STANFORD RESEARCH PARK 
700 HANSEN WAY 
PALO ALTO^ CALIF. 94304 
650-849-6600 


35 


95\ A method as in Claim 94, further including: 

co^Timunicating a njle set from the right owner to the information clearinghouse; 
and m which the step of analyzing the usage information is governed at least in part 
by the rule>set. 


96. 


A first cNgital clearinghouse node including: 


i Pi 
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from a^flrst user of governed content and a rule 


storage meansLr storing: 
a first Rjle set, 

the first rule set indlijding a ri 
from the first digital clearinghouse, 
the first rule set speciWin^ 

the first digital clearirwiouse perform a first step in clearing a transaction 
involving the first user's use of governeid content, and 

a different digital clearinghoiHse perform a second step in clearing the 
transaction involving the first user's use of governed content; and 
a second rule set, 

the second rule set including a rule from\second user of governed content 
and a rule from the first digital clearinghouse, 

the second rule set specifying that: 

the first digital clearinghouse perform the second^step in clearing a 
transaction involving the second user's use of governed content\nd 
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a different digital clearinghouse perfornn the first step in clearing the 
transaction involving the first user's use of governed content. 


97. 


A first digital clearinghouse as in Claim 96, in which the first rule set includes 


a rule from the\lifferent clearinghouse specified for performing the second step in 


\ 


clearing the first transaction. 


98. 


A first digital clearinghouse a$fin Claim 96J in which the first step involves 


aggregating financial information and 
aggregated financial informatiVi to a ric 


ig at least a portion of the 


99. A first digital clearinghous^as in Claim 97, in which the second step involves 
aggregating usage information and conii;punicating at least a portion of the aggregated 
usage information to a third party. 

100. A first digital clearinghouse as in Clainr)sS6, in which the first rule set includes 
a rule at least in part specifying the different clearinghouse use for performing the 
second step in clearing the transaction involving the firsj user's use of governed 
content. 


101. 


A method for receiving value in response to an electr\nic event, said method 


compnsing: 
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Establishing a distributed computing environment supporting peer-to-peer, 
securely interoperable participant nodes; 

Specifying requirements that are securely associated with digital events for at 
least in part managing the processing of said events at least in part within 
protected processing environments located at said participant nodes; 
Processing a digital event at least in part within a protected processing 


ticipjnt' 


environrn^nt at a first particip^t's node^t least in part in response to an 
event reque^ authorized by ^arJ first p^icipant; 
Requiring compVisation from teai^Ji'^* participant based, at least in part, on 
the processing of said digital pvent at said first participant's node; and 
Requiring compensatiota from a second environment participant based, at 
least in part, on providing usage information related to said digital event. 


102. A method as in Claim 101 furtherNncluding the step of implementing said 
peer-to-peer, securely interoperable participanrvriodes with protected processing 
environments that employ secure processing unitss^nd/or tamper-resistant software 
environments. 
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103. A method as in Claim 101 further including the stap of implementing said 
peer-to-peer, securely interoperable participant nodes using secure databases. 


-38 
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104\ A method as in Claim 101 in which said processed digital event includes a 
secureynegotiation process. 

\ 
\ 

\ 

105. A\(;Tiethod as in Claim 101 in which said digital event processing involves use 

of digital infornnation and further including the following steps: 

\ 

receiving said digital information at saic [first participant's node, 


receiving at least one digital control a1 
control being received separately from sa| 
using said digital control tosgovern at 



articipanfs node, said digital 
formation, and 
aspect of said digital event. 


in 
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106. A method as in Claim 10l\irther including the step of allowing a value chain 
participant to stipulate at least one aspehj of information privacy control. 

107. A method for reporting electronic coriWierce event, user profiling, and/or 
surveying information, said method comprising the steps of: 

a. Monitoring usage of digital information at distlH]3uted electronic commerce 
nodes; 

b. Securely communicating information related to said'honitored usage from at 
least one of said commerce nodes to a first commerce atility system serve; 

c. In accordance with rules and controls, a first portion of saickreported usage 
related information being provided to said first system serve iir^ form 
rendering said portion unusable at said first system service; 
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In accordance with mles and controls related to said communicated usage 
related infomiation, electronically communicating at least a portion of said 
first portion to a digital information rightsholder; and 
e. at^aid digital information rightsholder, using at least a portion of said 
electiWiically communicated information. 

108. A method a\ in Claim 107 fiifther including a value chain participant choosing 
said first commerce utilityVsystem fror^Jfcgrqup o|/at least two commerce utility systems. 

109. A method as in ClaimS107ifurther including the step of implementing said 
distributed electronic commerce nodes using secure databases. 

110. A method as in Claim 107 furtlrer including the step of implementing said 
commerce utility systems with protected processing environments that employ secure 
processing units and/or tamper-resistant softwa);^ environments. 

111. A method as in Claim 1 07 further including )!(^e step of implementing said 
commerce utility systems using secure databases. 

112. A method as in Claim 107 in which said usage indues performing a 
negotiation process. 
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1 13. A method as in Claim 107 in which said usage is governed, at least in part, 
by at\east one digital control, and further including the step of receiving said digital 
control, s^aid digital control being received separately from said digital information. 


III 
12 
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114. A mVhod as in Claim 107 further including the step of allowing a value chain 

\ 

participant to stip\late at least one aspect of information privacy control. 

\ X 

115. A distributed computing systen«^[suj[)portirig|;j!y§er-to-peer, securely 
interoperable participant noo^s including |j)i^tebte6 processing environments located at 
said participant nodes, said system ensurihg that value is received in response to an 
electronic event, said system comprising: 

means for enabling the specification of requirements that may be securely 
associated with discrete digital events fonat least in part managing the processing of 
said events at least in part within said protected processing environments located at 
said participant nodes; 

means for processing a digital event at least in bart within a protected processing 
environment at a first participant's node at least in pa\in response to an event request 
authorized by said first participant; 

means for requiring compensation from said first partici^nt based, at least in part, 
on the processing of said digital event at said first participant' sNgode; and 

means for requiring compensation from a second system parti)s;ipant based, at least 
in part, on providing usage information related to said digital event. 
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